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iCompute for Primary Schools

Creative, engaging,
step-by-step
lesson plans for
pupils aged 3-11

Fully matched to the
National Curriculum for
Computing at Key Stage 1
& Key Stage 2

Comprensive assessment
guidance and pupil
progress trackers

All the support and
materials you need to
teach computing creatively
and with confidence

Screenshots and video
screencasts to support
teachers

Detailed teacher guides,
glossaries and links to
resources to deepen
subject knowledge

www.icompute-uk.com

iCompute

iCipher
Pupils aged 7-11

Overview

Hardware

This teacher led activity, adapted for the Hour of Code
teaches children about communicating securely.

Tablets or computers (optional)

The children learn that messages throughout time have been
be encrypted and decrypted using ciphers. They explore
cryptography and gain an understanding of need for secure
communications.

Software/Tools
Suggested software & apps (see Preparation)

Curriculum Links
ë History

¬ design, write and debug programs that

¬
¬
¬

¬

accomplish specific goals, including
controlling or simulating physical systems;
solve problems by decomposing them into
smaller parts
use sequence, selection, and repetition in
programs; work with variables and various
forms of input and output
use logical reasoning to explain how some
simple algorithms work and to detect and
correct errors in algorithms and programs
understand computer networks including
the internet; how they can provide multiple
services, such as the world wide web; and
the opportunities they offer for
communication and collaboration
select, use and combine a variety of software
(including internet services) on a range of
digital devices to design and create a range
of programs, systems and content that
accomplish given goals, including collecting,
analysing, evaluating and presenting data
and information

Assessment
P5 contains assessment guidance
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Preparation
ë Read the lesson plans
ë Spend some time familiarising yourself with the software
and tools you will be using

Resources
ë Book out any computers or devices you may need, if
necessary

ë Ensure that the software and tools used are not blocked
and/or are installed on all devices

ë Support materials for each lesson – entitled: Resource
<year.unit.lesson> (eg. Resource5.1.4)

Links
Videos
What is Cryptography:
http://icomp.site/what-is-cryptography
Enigma Video:
http://icomp.site/enigma-video

Tools
http://icomp.site/enigma-simulation
http://icomp.site/enigma-3d
http://icomp.site/working-principle

Books
http://icomp.site/einstein-code
http://icomp.site/darwin-code

Visit:
http://icomp.site/bletchley

Updates
If any links are not working, obtain the latest version of this
plan using your iCompute login.
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Enigma

iCrypto

Pupils aged 7-11

Resources
Computers; Resource5.1.6a (Enigma fact sheet); Enigma Simulation (Links); Enigma Video (Links);
Worksheet5.1.6 (Extension); Teacher5.1.6 (Extension answers); Enigma 3D (Links)

Objectives

Vocabulary

ë Understand the importance of cryptography historically and today
ë Have a high level understanding of a high level how the Enigma Machine operates

Cryptography; cipher; shift; key;
polyalphabetic; Enigma; plaintext;
ciphertext

1
ë Link the children’s work today with its relevance to the modern digital world by
ë
ë
ë
ë
ë
ë

explaining that the most important concerns with using modern technology is
how to keep data private
For instance, you wouldn’t want anyone to intercept your emails and read them
or to listen to your mobile phone conversations
This is especially important when someone is sending their card details when
shopping online
It is crucial that banks, big businesses and governments know that any
information they send through the internet stays safe
Explain that people rely on encryption all the time when using the internet
Without strong cryptographic algorithms, it would be impossible to hide
information from others or verify the identity of anyone on the internet, and
most of our modern internet infrastructure would not function
A simple cipher can be broken in fractions of a second by any modern
computer

2
ë To remove weakness from a cipher you need to disguise
ë
ë
ë
ë
ë
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the frequencies of letters in the text and the easiest way
to do this is by using a polyalphabetic cipher
Here, each plaintext letter can be encoded in more than
one way so that, for example, the letter e may be encoded
as both D and P
The problem with this approach is that if D and P both
encode for e we don’t have enough letters left to encode
the other 25 letters
The most famous polyalphabetic cipher in the world is the
Enigma cipher, implemented by the engineer Arthur
Scherbius as the infamous Enigma machine
Share the Enigma video (Resources)
Share the 3D model (Resources)

-
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3
ë Explain that Enigma machine worked in such a way as that

when a plaintext letter was typed on the keyboard, an
electrical current would pass through the part of the
machine that mixed up letters and light up a different
ciphertext letter on machine
ë Each time a letter was pressed, the rotors (moving wheels)
of the machine would turn and change position so that the
next time the same letter was pressed, it would be
encoded as a different letter
ë This meant that it was harder to analyse patterns to crack
the code
ë To make things more tricky, different parts of the machine
could be set up in a number of ways, where each setting
could produce a unique set of encoded letters

4

Core

ë The children use computers and use the Enigma
Simulation (Resources) to write coded messages to each
other
ë They then pass the cipher text and complete key to a
another pupil for them to decipher (and vice versa)

Plug Board

Extension/Enrichment
ë Challenge your pupils to complete Worksheet5.1.6 (Enigma themed maths
questions) – Answers are in Teacher5.1.6

ë Research and produce a class eBook about the Enigma machine and its
contribution to World War II

ë Organise a school trip to Bletchley Park (Links)
ë Challenge more pupils to find out about the working principle (including circuitry)
of the Enigma machine by visiting the working principle website (Links)
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Assessment
Record of progress

Expectations

Write names in the appropriate
box, with jottings on children on
children whose attainment differs
markedly from their group.
Some children will have not made as
much progress and will:

What children know, understand and can do

ë understand the need for privacy when sending messages
ë understand the importance of data security online and that data is encrypted for
privacy

ë encrypt and decrypt secret messages
ë understand that coded messages can be cracked

Most children will:
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ë know that privacy online is maintained using encryption and decryption
ë use simple encryption methods to encode and decode messages
ë know that codes can be broken by identifying patterns in letters and words
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How did it work?
An operator typed in a message

Why all the secrecy?

The message was then scrambled
by three to five notched wheels
which displayed different letters
of the alphabet

During the Second World War, Germany's Army,
Air Force and Navy transmitted many thousands
of coded messages to each other every day

The receiver needed to know the
exact settings of these rotors to
make the coded text readable (to
decipher it)

These messages were coded using Enigma
If the coded messages could be deciphered,
Britain and her allies would have an advantage
over their enemy

D-Day Landings

The faster the messages could be
deciphered,
!
the fresher the information that they contained
and the better prepared the Allied Forces could
be

Breaking the code and knowing
Germany’s plans in advance helped
prepare for the D-Day landings in
1944
It allowed Britain to confuse Hitler
over where The Allies were planning to land
Hitler’s decision to move troops
away from the Normandy beaches
made sure the invasions were a
success and helped win the war

Battle of the Atlantic
Code breaking was essential in winning the
Battle of the Atlantic were German U-boats
were preying on ships carrying essential
supplies for Britain
Convoys of supply ships were setting out from
North America, but the U-boats' torpedoes
were sinking so many of the ships that it was
predicted Britain would soon be starving
"The only thing that ever really frightened me
during the war was the U-boat peril," Churchill
later said
Thanks to the code breakers, U-boat communications were cracked and, when they
revealed where they were, the convoys
could avoid them

!

Replia of The Bombe
National Code Centre
Bletchley Park

WHAT IS
ENIGMA?
A cipher machine used by
the Germans to code
secret messages in World
War II
British code breakers
cracked the code and
could decipher the Nazi’s
secret messages
The information they
deciphered helped the
Allied Forces defeat
Germany in 1945

primary computing

Enigma Worksheet

Name:

Date:

Rotors
Inside an Enigma machine were 3 cipher wheels (rotors); which could be taken out
from the machine and changed around.

Each rotor had letters of the alphabet (A-Z); which were wired to the machine in
different ways.
There were 5 rotors that the person operating the Enigma machine could choose
from to fit the 3 rotor slots.

Q1. How many ways could the 5 rotors be positioned in the 3 slots?

Q2. Once you have chosen the order of the rotors, how many possible ways can you set
the starting positions of the rotors?
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Enigma Worksheet

Name:

Date:

Rotors
Inside an Enigma machine were 3 cipher wheels (rotors); which could be taken out
from the machine and changed around.

Each rotor had letters of the alphabet (A-Z); which were wired to the machine in
different ways.
There were 5 rotors that the person operating the Enigma machine could choose
from to fit the 3 rotor slots.

Q1. How many ways could the 5 rotors be positioned in the 3 slots?
A1. For the first slot, you can choose any one of 5 rotors. For the second, you can choose
any one of 4 rotors. For the last, you can choose any one of 3 rotors. So there are:
5 x 4 x 3 = 60 ways of positioning 5 rotors in 3 slots

Q2. Once you have chosen the order of the rotors, how many possible ways can you set
the starting positions of the rotors?
A2. As there are 26 letters of the alphabet, each of the 3 rotors could be set in any one of
26 different starting positions.
This gives a total of 26 x 26 x26 = 17,576 unique starting positions.
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Used by thousands of teachers around the world

Fully matched to the National Curriculum for Computing

All the materials schools need to teach computing from EYFS to Year 6

A Complete Primary Computing Curriculum

iCompute

Computational Thinking Puzzle Workbooks

iCompute Across the Curriculum

iCompute for iPad

iCompute - Years 1-6

iCompute in the EYFS

Our Products

Used by thousands of teachers around
the world, it contains all the materials
schools need to teach computing
creatively and with conﬁdence.

A computing scheme of work for
teachers of all levels of experience.
Fully matched to the
National Curriculum for Computing.

INSPIRING THE NEXT GENERATION

iCompute

